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3359-11-10.8     Identity theft detection, prevention and mitigation policy.

(A) Introduction.
(1) The university of Akron is committed to the detection, prevention and mitigation of identity theft associated with financial credit accounts. The purpose of this policy is to enable appropriate university officials to develop and implement policies and procedures to address the risks of identity theft to its students, faculty, staff, vendors and other customers.
(2) This policy incorporates by reference university policies and procedures to the extent necessary to accomplish the purpose of this policy and to comply with 16 C.F.R. §681.2, including but not limited to the following rules:
(a) 3359-11-08: policies and procedure for student records;
(b) 3359-11-10.3: information technology security and system integrity policy;
(c) 3359-11-10.4: customer information security policy;
(d) 3359-11-10.6: social security number use policy; and
(e) 3359-11-10.7: privacy policy.
(B) Scope of policy.
The requirements of this policy apply to all university departments and organizations, which: regularly arrange for the extension, renewal or continuation of credit; defer payment for services rendered and/or regularly extend, renew, or continue credit; or, use consumer reports to conduct credit or background checks on prospective employees.
(C) Definitions.
All terms used in this policy that are defined in 16 C.F.R. §681.2 shall have the same meaning provided in that section.
(D) Establishment of an identity theft program.
The university hereby establishes an identity theft program ("program") to detect, prevent, and mitigate identity theft in connection with the opening of covered accounts and existing covered accounts, as defined in the Code of Federal Regulations. The program shall enable the university to:
(1) Identify relevant red flags from the categories described in section (F) that signal possible identity theft and incorporate those red flags into the program; 
(2) Detect red flags that have been incorporated into the program;
(3) Respond appropriately to detected red flags to prevent and mitigate identity theft; and 
(4) Ensure the program (including the relevant red flags) is updated periodically to reflect changes in the risks of identity theft.
(E) Administration of the program.
(1) In general.
(a) The associate vice president and controller shall administer and oversee the program and ensure that it is implemented in all appropriate departments, including: coordinating the training of staff as necessary; determining the proper response to detected red flags; and updating the program to address changing areas of risk.
(b) The associate vice president and controller shall have primary responsibility for preparing reports in accordance with section (E)(3) and overseeing service provider arrangements.
(2) Program oversight. In administering the program, the vice president for finance and administration/CFO shall:
(a) Assign specific responsibility for the program's implementation;
(b) Review reports prepared pursuant to section (E)(3); and 
(c) Approve all material changes to the program as necessary to address changing identity theft risks.
(3) Program reports. The associate vice president and controller shall prepare annual reports regarding compliance with 16 C.F.R. §681.2, and provide each report to the vice president for finance and administration/CFO for review. Each annual report shall address material matters related to the program and shall evaluate:
(a) The effectiveness of the program in accomplishing its purpose;
(b) Any service provider arrangements;
(c) Any significant incidents involving identity theft that may have occurred and the university's response to those incidents; and
(d) All recommendations for material changes to the program.
(4) Oversight of service providers. The university is ultimately responsible for compliance with 16 C.F.R. §681.2, even when it engages a service provider to perform an activity in connection with one or more covered accounts. Therefore, the University shall require each service provider by contract to:
(a) Abide by this identity theft policy and the program; and 
(b) Cooperate with the university to prevent or mitigate the risks of identity theft arising from red flags detected under the program.
(F) Identification, sources, and categories of red flags.
(1) The university shall look to any covered accounts it offers and maintains, the methods it provides to open and access those covered accounts, and any previous experiences with identity theft to identify relevant red flags under the program. It shall incorporate relevant red flags from sources including its past incidents of identity theft, changes in methods of identity theft, and applicable laws, rules, or regulations. Categories of relevant red flags include:
(a) Alerts, notifications, or other warnings received from consumer reporting agencies or service providers, such as fraud detection services;
(b) Presentation of suspicious documents or suspicious personal identifying information, such as a suspicious address change;
(c) Unusual use of, or other suspicious activity related to, a covered account; and
(d) Notice from customers, victims of identity theft, law enforcement authorities, or other persons regarding possible identity theft in connection with the University's covered accounts.
(2) Examples of red flags from each category are attached to this policy as appendix A. The University may choose which of these red flags to incorporate into its program, whether singly or in combination, which affect the risk of identity theft to the university and its covered accounts. None are mandatory or prescriptive.
(G) Detecting red flags.
The program shall detect red flags in connection with covered accounts by:
(1) Obtaining identifying information about, and verifying the identity of, a person opening a covered account, including but not limited to requiring positive proof of identification (i.e. physically presenting photo ID, official government ID, or valid system credentials (user ID and password)); and
(2) Authenticating customers, monitoring transactions, and verifying the validity of change of address requests, in the case of existing covered accounts, including but not limited to through use of the following methods: presentation of positive proof of identification.


(H) Responding to red flags (prevention and mitigation).
The university must act promptly and effectively to respond to red flags. To this end, the university shall utilize the following protocol:
(1) Any person detecting a red flag immediately shall gather all related documentation, write a description of the incident, and report this information to the associate vice president and controller.
(2) The associate vice president and controller shall evaluate the incident and report his or her findings to the vice president for finance and administration/CFO.
(3) Not all detected red flags will require a response. If a response is warranted under the circumstances, then the associate vice president and controller and the vice president for finance and administration/CFO shall take action appropriate to the level of risk presented, including but not limited to:
(a) Monitoring a covered account for evidence of identity theft;
(b) Contacting the customer;
(c) Changing any passwords, security codes or other security devices that permit access to a covered account; 
(d) Reopening a covered account with a new account number;
(e) Not opening a new covered account;
(f) Closing an existing covered account;
(g) Not attempting to collect on a covered account or not selling a covered account to a debt collector; and/or
(h) Notifying law enforcement.
(I) Updating the program.
The university shall periodically re-evaluate whether the program continues to be appropriate and effective in accomplishing its purpose. These periodic reviews will include an assessment of the university's covered accounts, the relevant red flags, and responses to identity theft. The university shall consider the following factors when updating the program:
(1) Information contained in the annual reports prepared under the program;
(2) The university's experiences with identity theft;
(3) Changes in methods of identity theft and in methods to detect, prevent, and mitigate incidences of the same;
(4) Changes to the types of accounts offered by the university; and
(5) Changes in the university's business arrangements, including mergers, acquisitions, alliances, joint ventures, and service provider arrangements.
(J) Other legal requirements.
The university shall comply with any other applicable legal requirements when implementing, operating, and updating the program.
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APPENDIX A
Red Flag Notices

(A) Alerts, Notifications or Warnings from a Consumer Reporting Agency 

(1) A fraud or active duty alert is included with a consumer report. 

(2) 	A consumer reporting agency provides notice of credit freeze in response to a request for a consumer report. 

(3) 	A consumer reporting agency provides a notice of address discrepancy, as defined in §681.1(b) of this part.

(4) 	A consumer report indicates a pattern of activity that is inconsistent with the history and usual pattern of activity of an applicant or customer, such as: 

(a) 	A recent and significant increase in the volume of inquiries; 
(b) 	An unusual number of recently established credit relationships; 
(c)	A material change in the use of credit, especially with respect to recently established credit relationships; or 
(d)	An account that was closed for cause or identified for abuse of account privileges by a financial institution or creditor. 

(B) Suspicious Documents 

(1) Documents provided for identification appear to have been altered or forged. 

(2) 	The photograph or physical description on the identification is not consistent with the appearance of the applicant or customer presenting the identification. 

(3)	Other information on the identification is not consistent with information provided by the person opening a new covered account or customer presenting the identification. 





 (4)  	Other information on the identification is not consistent with readily accessible information that is on file with the university, such as a signature card or a recent check. 

(5)	An application appears to have been altered or forged, or gives the appearance of having been destroyed and reassembled. 

(C) Suspicious Personal Identifying Information 

(1) Personal identifying information provided is inconsistent when compared against external information sources used by the University.  For example: 

(a)	The address does not match any address in the consumer report; or 
(b)	The social security number (SSN) has not been issued, or is listed on the social security administration's death master file.


(2) Personal identifying information provided by the customer is not consistent with other personal identifying information provided by the customer. For example, there is a lack of correlation between the SSN range and date of birth. 

(3) Personal identifying information provided is associated with known fraudulent activity as indicated by internal or third-party sources used by the University. For example:

(a)	The address on an application is the same as the address provided on a fraudulent application; or 
(b)	The phone number on an application is the same as the number provided on a fraudulent application. 

(4) Personal identifying information provided is of a type commonly associated with fraudulent activity as indicated by internal or third-party sources used by the University.  For example:





(a) 	The address on an application is fictitious, a mail drop, or a prison; or 
(b) 	The phone number is invalid, or is associated with a pager or answering service. 

(5) The SSN provided is the same as that submitted by other persons opening an account or other customers. 

(6) 	The address or telephone number provided is the same as or similar to the account number or telephone number submitted by an unusually large number of other persons opening accounts or other customers. 

(7) 	The person opening the covered account or the customer fails to provide all required personal identifying information on an application or in-response to notification that the application is incomplete. 

(8) 	Personal identifying information provided is not consistent with personal identifying information that is on file with the university. 

(9)	If the University uses challenge questions, the person opening the covered account or the customer cannot provide authenticating information beyond that which generally would be available from a wallet or consumer report. 

(D) Unusual Use of, or Suspicious Activity Belated to, the Covered Account 

(1) 	Shortly following the notice of a change of address for a covered account, the University receives a request for a new, additional, or replacement card or a cell phone, or for the addition of authorized users on the account. 

(2) 	A new revolving credit account is used in a manner commonly associated with known patterns of fraud patterns. For example: 

(a)	The majority of available credit is used for cash advances or merchandise that is easily convertible to cash (e.g., electronics equipment or jewelry); or 




(b)	The customer fails to make the first payment or makes an initial payment but no subsequent payments. 

(3) 	A covered account is used in a manner that is not consistent with established patterns of activity on the account. There is, for example: 

(a)	Nonpayment when there is no history of late or missed payments; 
(b)	A material increase in the use of available credit; 
(c)	A material change in purchasing or spending patterns; 
(d)	A material change in electronic fund transfer patterns in connection with a deposit account; or 
(e)	A material change in telephone call patterns in connection with a cellular phone account. 

(4) 	A covered account that has been inactive for a reasonably lengthy period of time is used (taking into consideration the type of account, the expected pattern of usage and other relevant factors). 

(5) 	Mail sent to the customer is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the customer's covered account. 

(6) 	The University is notified that the customer is not receiving paper account statements. 

(7) 	The University is notified of unauthorized charges or transactions in connection with a customer's covered account. 

(E) Notice from Customers, Victims of Identity Theft, Law Enforcement Authorities, or Other Persons Regarding Possible Identity Theft in Connection With Covered Accounts Held by the University 

(1) The University is notified by a customer, a victim of identity theft, a law enforcement authority, or any other person that it has opened a fraudulent account for a person engaged in identity theft. 

